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1. STAFF CONTACT DETAILS 
Name Room Tel eMail 
Dr Lesley Land Quad2099A 93854738 (ext 54738) l.land@unsw.edu.au 
Robert Vichit 
Laoledchai 

Quad2119  v.laoledchai@unsw.edu.au

If you need to contact the School urgently you can contact the School Office on 
93855320.  
 
 
2. COURSE DETAILS 
 
2.1 Teaching Times and Locations 
At the time of publication of this course outline the teaching times and locations are as 
follows: 
Lecture Monday 4-6pm Quadrangle G035 (K-E15-G035) 
Laboratory Monday 3-4pm FCE Computer Lab 1 (K-E15-1043) 
Consultation 
Lesley 
 
Robert 

 
Wednesday 11-12 and by 
appointment only 
Wednesday 4-5 and by 
appointment only 

 
QUAD2099A 
 
QUAD2119 

 
The timetable is subject to change.  The current timetable is available on the Australian 
School of Business website: 
http://www.timetable.unsw.edu.au/current/INFSKENS.html  
 
 
2.2 Units of Credit 
INFS3774 Information Systems Security is worth 6 units of credit. 
 
2.3 Summary of Course 
This course addresses the specific issues of how we can protect our information 
resources from intentional and accidental damage. Recent changes to legislation, the 
greater reliance on information resources by organisations and the increased access to 
technology have made securing this resource an imperative for all organisations. 
 
The course website is maintained on Blackboard. The website includes topic guides, 
reading lists, seminar slides, assignment details, discussion forums and other 
information concerning the course. Blackboard site for this course can be accessed from 
the Blackboard log-in page at: 
http://telt.unsw.edu.au/  
 
2.4 Course Aims and Relationship to Other Courses 
This course aims to review concepts, theory, methodologies and techniques discussed in 
the IS security literature and current practice.  You will undertake case study exercises 
using the University's computing facilities and laboratories to provide you with a better 
understanding of computerised security techniques used in practice. 

A particular emphasis of this course is the development of your critical 
thinking/awareness skills in order to ensure you are able to contribute, in an informed 
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and flexible way, to discussions during the course, and later in your employment. You 
are encouraged to relate theory to practice, with particular emphasis on reflections on 
your own experiences. 
 
The other courses offered by the School address issues relating to the provision of 
information systems, provision of IS infrastructure and the management of these 
resources and processes.  IS Security applies to the entire IS effort.  
 
2.5 Student Learning Outcomes 
By the end of this course, you should be able to: 
1. Explain the key concepts, theory and methodologies underlying IS security; 
2. Apply current techniques and methodologies for IS security design and 

implementation to organisational scenarios; 
3. Evaluate IS Security practice - the techniques and methods for securing an 

organization's information assets; 
4. Investigate current IS security methods through web-based research; 
5. Summarise current research efforts in IS security; and 
6. Appraise the impact of IS security on organizations and society.  
7. Demonstrate your ability to project plan, manage, work cooperatively and 

productively in a group project.  
 
ASB Graduate Attributes 
This course contributes to your development of the following Australian School of 
Business Graduate Attributes, which are the qualities, skills and understandings we 
want you to have by the completion of your degree.  

Learning Outcomes 2, 3, and 6 aim to enhance your capacity for critical thinking and 
problem solving (Graduate Attribute 1); Learning Outcome 5 aims to develop your 
written communication skills (Graduate Attribute 2). Learning Outcome 7 aims to 
develop your teamwork and leadership skills. Learning Outcomes 2, 3, and 6 aims to 
develop appreciation for social, ethical and global issues and responsibilities. Learning 
Outcomes 1, 4, and 5 aim to provide in-depth engagement with relevant disciplinary 
knowledge. Learning Outcome 7 aims to develop your professional skills. 
 
Course Learning Outcomes ASB Graduate Attributes 
2, 3, 6 1. Critical thinking and problem solving 
5 2. Communication 
7 3. Teamwork and leadership 
2, 3, 6 4. Social, ethical and global perspectives 
1, 4, 5 5. In-depth engagement with relevant disciplinary 

knowledge 
7 6. Professional skills 

More information on the ASB Graduate Attributes and how they align with the UNSW 
Graduate Attributes (2010) is available on the ASB website 
http://www.asb.unsw.edu.au/learningandteaching/aboutlearningandteaching/graduateatt
ributes/Pages/default.aspx . 
 
3.1 Approach to Learning and Teaching in the Course 



 

INFS3774 Information Systems Security   3

This course is developed and delivered within the context of the following learning and 
teaching philosophy. 
 
In addition to students learning the fundamental content of the course, the content is 
designed to foster critical thinking and to facilitate the acquisition of life-long learning 
skills. The course and its delivery are designed with a view to assisting the development 
of problem solving skills. 
 
The role of the convenor of a course is to facilitate learning. It is recognised that 
students are individuals who bring a diverse range of experiences, interests and abilities 
and that these aspects of the student will influence their own learning. The responsibility 
for learning lies with the student.  The role of the convenor then, is to provide the 
environment within which students can participate and contribute, interact and 
experiment while adding to their own skills and knowledge. An important element of 
such an environment is that students are encouraged to engage in cooperative learning 
in an enjoyable setting. 
 
Within the context of this philosophy students will be encouraged to participate, reflect 
on the material and to engage in meaningful debate with respect to the topics covered. It 
is essential that students prepare prior to lectures so that they are in a position to 
contribute to the class discussions.  One of the interesting aspects of information and 
communication technology studies is that there is rarely, if ever, one irrefutable correct 
answer to a problem - often the only answer is ‘depends’. Students are encouraged to 
investigate and explore the contexts within which certain courses of action are 
preferable to others and to consider the situation where the best technical solution may 
not necessarily be the best solution given the constraints of the case at hand. 
 
Accordingly, assessment is weighted toward informed, reasoned and well argued 
personal opinion based on the contextual factors and constraints presented in the various 
scenarios and is consequently, not based on the acquisition of knowledge alone. 
 
3.2 Learning Activities and Teaching Strategies 
The course has twelve topics which are addressed, in turn, over the twelve weeks of the 
course. Each topic involves a set of required readings and exercises which you will 
work through. These readings and questions, along with other relevant information are 
set out on the course website. The examination and assessments will assume you are 
familiar with these essential readings. 
 
Each of the topics is addressed in the weekly lectures. Each lecture is 2 hours long and 
will require that you have completed the readings and preparation as set out on the 
course website.  
 
4. ASSESSMENT 
 
4.1 Formal Requirements 
To receive a pass grade in this course, you must meet ALL of the following criteria:  
• Attain an overall mark of at least 50%. 
• Attend at least 80% of all scheduled classes.  
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• Attain a satisfactory performance in each component of the course.  A mark of 45 
percent or higher is normally regarded as satisfactory. 

• Attain a mark of at least 45% in the final exam  
• In the case of peer assessed group work, the mark assigned to each member of the 

group may be scaled based on peer assessment of each member's contribution to the 
task. 

The School reserves the right to scale final marks to a mean of 60%. It should be noted 
that group members are expected to work in an harmonious and professional fashion 
which includes adequate management of non-performing members. 
 
4.2 Assessment Details 
Assessment in this course is based on laboratory participation, an individual assignment, 
a group assignment and a formal closed book examination. 
 
Details of the assignments will be posted on the course website. The dates for 
submission of the assignments are also provided in the Lecture Schedule presented at 
the end of this course outline. Assessment rubrics for laboratory participation are 
published in 4.3.1. 
 
Assessment 
Task 

Weighting Learning 
Outcomes 
assessed 

ASB Graduate 
Attributes 
assessed 

Length Due Date 

Laboratory 
Participation 

30% 
(10% Phase 
1, 20% for 
Phase 2) 

1, 2, 3, 4 1-7 Every Lab 
Weeks 2-12 

Ongoing 

Group 
Assignment 

30% 4, 5, 6, 7 1, 3-7 Max 10 
pages 

10th May 2010, 
Week 10 Lab 

Final 
Examination 

40% 1-3 1-3, 5, 6 Format TBA Exam Period 

 
 
4.3 Assessment Tasks 
The assessment for this course is designed to help you maximise your learning 
opportunities. The assessment items require you to apply all the main knowledge and 
skills areas presented in the course to problems representing as closely as possible the 
real world problems encountered by managers of the security effort in organisations.  
 
4.3.1 Laboratory Participation 
Your attendance and participation in the laboratory will be monitored throughout the 
semester. You are expected to prepare and actively participate in laboratory activities. 
Laboratory activities are divided into 2 phases. All lab specifications will be  posted on 
Blackboard. 
 
Phase 1 consists of 5 simulation games (using the CyberCIEGE software) which will 
run from weeks 2 to 6. These are individual activities. To be marked for satisfactory 
completion:  

1. You must demonstrate to tutor that activities are completed satisfactorily during 
lab time.  
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2. In addition, you must submit your work online.  
Each lab submission is due on the Friday of the same week at 9pm. Eg Week 2, lab 1 
lab submission is due on Week 2 Friday at 9pm.   
 
 

Mark Conditions for which it will be awarded 
0 Below 80% of attendance between weeks 2 to 6, as required by school 

1 – 4 Only 1 game has been completed satisfactorily. The remaining 4 have been 
attempted, but performance was poor. 

5 – 8 Only 2 games have been completed satisfactorily. The remaining 3 have 
been attempted, but performance was unsatisfactory. 

9 – 12 Only 3 games have been completed satisfactorily. The remaining 2 have 
been attempted, but performance was unsatisfactory. 

13 – 16 Only 4 games have been completed satisfactorily. The remaining 1 has been 
attempted, but performance was unsatisfactory. 

17 – 20 Has completed satisfactorily all 5 simulation games. 
Assessment Rubric for Phase I Labs 

 
Note: The variations in marks within each of the sub range above will be determined by 
the amount of student effort, and discussion with staff/students (this does not mean 
copying another person’s work). If a student misses a lab (due to illness and/or valid 
documented evidence is provided and approved by the tutor), permission will be given 
to complete the missed lab at home. Without a proper reason for absence, completed 
work will still be checked for feedback, but no mark would be awarded for that week. 
Completed work must be demonstrated to the tutor in the following week.  
 
Phase 2 consists of 4 sets of activities building on a realistic business scenario, which 
will run from weeks 7 to 10. These are group activities. Students form groups of 3 or 4 
from weeks 7 to 10, and remain with the same group for the duration of Phase 2. The 
activities are designed to equip students with the relevant professional and security 
skills to tackle a realistic business scenario. The purpose is to expose a small ‘IS 
security team’ to address different aspects of security to arrive at a security proposal 
plan. In the last 2 weeks, each group will make a professional verbal presentation on 
their proposed plan. The rubric for assessing Phase 2 is shown in the table below. 
 
Notes:  

1. Phase 2 will be subject to peer review. It is possible that group members within 
each group could get different marks if individual contributions are not equal. 
The final mark is left to the discretion of the lecturer.  

2. Week 7 lab is worth 2%, Weeks 8-10 labs are worth 3% each. Again, 
completion of each lab must be demonstrated to the tutor and a file must be 
submitted for each group, due the Friday 9pm of the same week. 

3. The presentation of the group work constitutes 9% of your mark. 
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Criteria Below Expectations Meets 
Expectations 

Exceeds 
Expectations 

Score 
(circle) 

Week 7 Little or no effort to 
complete the task. 

Adequate effort to 
complete the task. 
Satisfactory 
outcome. 

Successful 
completion of the 
task. 

0.5, 1, 2 

Week 8 Little or no effort to 
complete the task. 

Adequate effort to 
complete the task. 
Satisfactory 
outcome. 

Successful 
completion of the 
task. 

1, 2, 3 

Week 9 Little or no effort to 
complete the task. 

Adequate effort to 
complete the task. 
Satisfactory 
outcome. 

Successful 
completion of the 
task. 

1, 2, 3 

Week 10 Little or no effort to 
complete the task. 

Adequate effort to 
complete the task. 
Satisfactory 
outcome. 

Successful 
completion of the 
task. 

1, 2, 3 

Week 
11/12 

 

Quality of 
content 

• Unstructured 
content 

• Poor flow 
• Poor plans 

(unjustified and/or 
erroneous) 

• Generally 
structured and 
organised 
content 

• Decent flow 
• Satisfactory 

proposal, 
reasonably 
justified 

 

• Very well 
structured content 

• Very coherent 
and well argued. 

• Extremely good 
proposal, 
thoroughly 
justified. 

1, 2, 3

Quality of 
visual aids  

• Poorly prepared 
visual aids 

• Unattractive/borin
g 

• Unprofessional 

• Generally well 
prepared and 
clear visual aids 

• Very well 
prepared, clear 
and professional 
visual aids. 

1, 2, 3

Quality of 
verbal 
presentatio
n 

• Poor presentation 
skills & style (eye 
contact, reading 
from notes, 
mannerisms).  

• Technically 
inaccurate. 

•  Inappropriate 
vocabulary/terms. 

• Adequate 
presentation 
skills & style. 

• Generally 
technically 
accurate. 

• Generally 
appropriate 
vocabulary/terms.

• Professional 
verbal 
presentation 
skills & style. 

• Accuracy in 
technical 
presentation, 
including 
appropriate use 
of 
vocabulary/terms 

1, 2, 3

Total     
Assessment Rubrics for Phase II Labs and Presentation 
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4.3.2 Group Assignment 
The Group Assignment is worth 30% of your overall mark and is to be submitted in the 
Week 10 during Laboratory time. The assignment is to be undertaken in a group 
between size 3 to 4 and involves the preparation of a report of no more than 10 pages on 
a topic of IS security in an organizational setting. 
 
Your report must address all parts specified in the Group Assignment Specification 
document (available on the course website).  
 
Marks for the Group Assignment will be awarded for: 

• the quality of the research and analysis evident in the assignment, 
• the quality of the discussion in the assignment 
• the extent to which you have adequately addressed all the questions/issues posed 

in the specification, 
• a demonstration of teamwork, leadership and professional skills, 

 
 
A detailed marking criterion is set out in the Group Assignment Specification 
document. This assignment provides you with an opportunity:  

• to improve the depth of your knowledge of IS security concepts and theories, 
• to practice appraisal of the impact of IS security on organisations and society, 

particularly from social, ethical and global perspectives, 
• to practice and improve your application of the concepts and theory underlying 

IS security,   
• to demonstrate the group’s ability to articulate shared goals, resolve conflicts, 

collaborate effectively, demonstrate professional skills in planning and manage 
the group task, 

• to share ideas, knowledge and different perspectives (including social, ethical 
and global) amongst team members, and to receive feedback from the course 
coordinator, and 

• to synthesise and integrate the core concepts and issues raised in the readings, 
and classes. 

 
Overall, it is designed to achieve Learning Outcomes 4 to 7 and Graduate Attributes 1, 3 
to 7). Confidential peer assessment will be required if one or more members of each 
team is dissatisfied with other team member(s). The lecturer-in-charge should be kept 
informed and the peer assessment form on the course website should be completed by 
EACH team member when the assignment is submitted. 
 
4.4 Assignment Submission Procedure  
The procedure for submission of assignments will be explained in the assignment 
specifications. 
 
4.5 Late Submission 
The late submission of assignments carries a penalty of 10% of the maximum marks for 
that assignment per day of lateness (including weekends and public holidays), unless an 
extension of time has been granted.  An extension of time to complete an assignment 
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may be granted by the course co-ordinator in case of misadventure or illness.  
Applications for an extension of time should be made to the course co-ordinator by 
email or in person.  You will be required to substantiate your application with 
appropriate documentary evidence such as medical certificates, accident reports etc.  
Please note that work commitments and computer failures are usually consider 
insufficient grounds for an extension. 
 
Quality Assurance 
The ASB is actively monitoring student learning and quality of the student experience 
in all its programs. A random selection of completed assessment tasks may be used for 
quality assurance, such as to determine the extent to which program learning goals are 
being achieved. The information is required for accreditation purposes, and aggregated 
findings will be used to inform changes aimed at improving the quality of ASB 
programs. All material used for such processes will be treated as confidential and will 
not be related to course grades. 
 
5. ACADEMIC HONESTY AND PLAGIARISM 
The University regards plagiarism as a form of academic misconduct, and has very strict 
rules regarding plagiarism. 
 
The UNSW Policy on Academic Misconduct and Student Misconduct (includes 
Plagiarism) can be found in 
https://my.unsw.edu.au/student/academiclife/assessment/AcademicMisconduct.html 
 
ASB information on plagiarism can be found in 
http://www.asb.unsw.edu.au/learningandteaching/studentservices/resources/Pages/refere
ncingandplagiarism.aspx 
 
ASB Harvard Referencing Guide can be found in: 
http://www.asb.unsw.edu.au/learningandteaching/Documents/Harvardreferenceguide.pd
f 
 
 
6. COURSE RESOURCES 
The recommended textbook for this course is: 
 
Michael Whitman and Herbert J Mattord (2011). Management of Information Security, 
3rd  edition, Thomson Course Technology.  
 
The reference textbooks are: 
 
Microsoft Office Visio 2007 Inside Out, Mark H. Walker, ISBN: 0-7356-2329-5 
Microsoft Office Project 2007 Step by Step, Carl Chatfield, ISBN: 0-7356-2305-8 
 
7. COURSE EVALUATION AND DEVELOPMENT 
Each year feedback is sought from students and other stakeholders about the courses 
offered in the School and continual improvements are made based on this feedback. 
UNSW's Course and Teaching Evaluation and Improvement (CATEI) Process is one of 
the ways in which student evaluative feedback is gathered.  Significant changes to 
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courses and programs within the School are communicated to subsequent cohorts of 
students. In addition informal contact is encouraged and suggestions welcomed. An 
example of a change made as a result of CATEI feedback is the change to the 
recommended textbook by Whitman and Mattord, which better reflects the management 
perspective of the course objectives. 
 
 
8. STUDENT RESPONSIBILITIES AND CONDUCT 
Students are expected to be familiar with and adhere to university policies in relation to 
class attendance and general conduct and behaviour, including maintaining a safe, 
respectful environment; and to understand their obligations in relation to workload, 
assessment and keeping informed.  
 
Information and policies on these topics can be found in the ‘A-Z Student Guide’: 
https://my.unsw.edu.au/student/atoz/ABC.html. See, especially, information on 
‘Attendance and Absence’, ‘Academic Misconduct’, ‘Assessment Information’, 
‘Examinations’, ‘Special Consideration’, ‘Student Responsibilities’, ‘Workload’ and 
policies such as ‘Occupational Health and Safety’. 
 
8.1  Workload 
It is expected that you will spend at least ten hours per week studying this course. This 
time should be made up of reading, research, working on exercises and problems, and 
attending classes. In periods where you need to complete assignments or prepare for 
examinations, the workload may be greater. 

Over-commitment has been a cause of failure for many students. You should take the 
required workload into account when planning how to balance study with employment 
and other activities.  
 
 
8.2  Attendance 
Your regular and punctual attendance at lectures and seminars is expected in this course. 
University regulations indicate that if students attend less than eighty per cent of 
scheduled classes they may be refused final assessment.  
 
8.3  Special Consideration and Supplementary Examinations 
You must submit all assignments and attend all examinations scheduled for your course. 
You should seek assistance early if you suffer illness or misadventure which affects 
your course progress.  
 
General Information on Special Consideration: 
1. For assessments worth 20% or more, all applications for special consideration must 

go through UNSW Student Central 
(https://my.unsw.edu.au/student/academiclife/StudentCentralKensington.html) and 
be lodged within 3 working days of the assessment to which it refers; 

2. Applications will not be accepted by teaching staff, but you should notify the 
lecture-in-charge when you make an application for special consideration through 
UNSW Student Central; 
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3. Applying for special consideration does not automatically mean that you will be 
granted a supplementary exam; 

4. Special consideration requests do not allow lecturers-in-charge to award students 
additional marks. 

 

ASB Policy on requests for Special Consideration for Final Exams: 
The policy of the School of Information Systems, technology and Management is that 
the lecturer-in-charge will need to be satisfied on each of the following before 
supporting a request for special consideration: 
1. Does the medical certificate contain all relevant information? For a medical 

certificate to be accepted, the degree of illness, and impact on the student, must be 
stated by the medical practitioner (severe, moderate, mild). A certificate without this 
will not be valid. 

2. Has the student performed satisfactorily in the other assessment items? Satisfactory 
performance would require at least 50% in each assessment item specified in the 
Course Outline and meeting the obligation to have attended 80% of laboratories. 

3. Does the student have a history of previous applications for special consideration? A 
history of previous applications may preclude a student from being granted special 
consideration. 

 
Special Consideration and the Final Exam: 
Applications for special consideration in relation to the final exam are considered by an 
ASB Faculty panel to which lecturers-in-charge provide their recommendations for each 
request. If the Faculty panel grants a special consideration request, this will entitle the 
student to sit a supplementary examination. No other form of consideration will be 
granted. The following procedures will apply: 

1. Supplementary exams will be scheduled centrally and will be held 
approximately two weeks after the formal examination period. The dates for 
ASB supplementary exams for this course in semester 1, 2011 is: 13 July 
2011.  
If a student lodges a special consideration for the final exam, they are stating 
they will be available on the above date. Supplementary exams will not be 
held at any other time. 

2. Where a student is granted a supplementary examination as a result of a 
request for special consideration, the student’s original exam (if completed) 
will be ignored and only the mark achieved in the supplementary examination 
will count towards the final grade. Failure to attend the supplementary exam 
will not entitle the student to have the original exam paper marked and may 
result in a zero mark for the final exam. 

 
If you are too ill to perform reasonably on the final exam, do not attend the final and 
apply for a supplementary instead. However granting of a supplementary exam in such 
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cases is not automatic. If a student attends the regular final, s/he is unlikely to be 
granted a supplementary exam. 
 
The ASB’s Special Consideration and Supplementary Examination Policy and 
Procedures for Final Exams for Undergraduate Courses is available at: 
http://www.asb.unsw.edu.au/currentstudents/resources/forms/Documents/supplementary
examprocedures.pdf. 
 
 
8.4  General Conduct and Behaviour 
You are expected to conduct yourself with consideration and respect for the needs of 
your fellow students and teaching staff.  Conduct which unduly disrupts or interferes 
with a class, such as ringing or talking on mobile phones, is not acceptable and students 
may be asked to leave the class. More information on student conduct is available at A-
Z Student Guide: https://my.unsw.edu.au/student/atoz/A.html  
 
8.5  Occupational Health and Safety  
UNSW Policy requires each person to work safely and responsibly, in order to avoid 
personal injury and to protect the safety of others. For more information, see 
http://www.ohs.unsw.edu.au/ . 
 
8.6  Keeping Informed 
You should take note of all announcements made in lectures, tutorials or on the course 
web site.  From time to time, the University will send important announcements to your 
university e-mail address without providing you with a paper copy.  You will be 
deemed to have received this information. It is also your responsibility to keep the 
University informed of all changes to your contact details. 
 

 
9. ADDITIONAL STUDENT RESOURCES AND SUPPORT  
The University and the ASB provide a wide range of support services for students, 
including: 
• Blackboard eLearning support: For online help using Blackboard, follow the 

links from  www.elearning.unsw.edu.au to UNSW Blackboard Support / Support for 
Students. For technical support, email: itservicecentre@unsw.edu.au; ph: 9385 1333 

• ASB Education Development Unit  (EDU) (www.business.unsw.edu.au/edu) 
Academic writing, study skills and maths support specifically for ASB students. 
Services include workshops, online and printed resources, and individual 
consultations. EDU Office: Room GO7, Ground Floor, ASB Building (opposite 
Student Centre); Ph: 9385 5584; Email: edu@unsw.edu.au 

• UNSW Learning Centre (www.lc.unsw.edu.au ) 
Academic skills support services, including workshops and resources, for all UNSW 
students.  See website for details. 

• Library training and search support services:   http://info.library.unsw.edu.au  
• IT Service Centre: https://www.it.unsw.edu.au/students/index.html 

UNSW Library Annexe (Ground floor) 
• UNSW Counselling and Psychological Services 

(http://www.counselling.unsw.edu.au) 
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Free, confidential service for problems of a personal or academic nature; and 
workshops on study issues such as  ‘Coping With Stress’ and ‘Procrastination’.  
Office:  Level 2, Quadrangle East Wing ;  Ph: 9385 5418 

• Student Equity & Disabilities Unit  (http://www.studentequity.unsw.edu.au) 
Advice regarding equity and diversity issues, and support for students who have a 
disability or disadvantage that interferes with their learning.         Office: Ground 
Floor, John Goodsell Building; Ph: 9385 4734  

• Capturing the Student Voice feedback form: 
http://www.asb.unsw.edu.au/currentstudents/resources/studentfeedback/Pages/default.asp
x 
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10. COURSE SCHEDULE 
 
Week number, 

Week 
Commencing 

Topic Chapter Comments 

1, 28/2 Introduction.  1 No Lab 

2, 7/3 Risk Management – 
Identifying and assessing risk 8 

Lab 1:  Training and 
awareness 
  
 

3, 14/3 Risk Management – 
Controlling risk 9 Lab 2: Starting scenarios 

4, 21/3 Planning for Security 2 Lab 3: Encryption 
 

5, 28/3 Planning for Contingencies 3 
Lab 4: Introductory VPNs 
Individual Assignment due 
Week 5 lab time.  

6, 4/4 Information Security Policy 4 Lab 5: Hard Rain 

7, 11/4 Developing the Security 
Program 5 Lab 6: Business scenario 

analysis – Team building 

8, 18/4 Protection Mechanisms  
Part of chap 6 
(till p219) 
10 

Lab 7: Business scenario 
analysis – Network security 
design 

Mid Semester Break 22/4 – 1/5 

9, 2/5 Management Practices 
Personnel and Security 10, 11 

Lab 8: Business scenario 
analysis – Security 
contingency plan 

10, 9/5 Law and Ethics 12 

Lab 9: Business scenario 
analysis –  Project 
scheduling and budgeting 
Group Assignment due 
Week 10 lab time. 

11, 16/5 

How to get a job as and 
Information Security 
Professional – Hear from the 
expert - Stephen Chippindall 

 

Lab 10: Business scenario 
analysis – Proposal and 
presentation  
 

12, 23/5 Conclusion and  Course 
Review  Continue with proposal and 

presentation if unfinished. 
This schedule may change, in which case an updated course outline will be posted online. 
* Refer to Laboratory Schedule in Blackboard for lab activities. 


